Standards Correlations

Cybersecurity Systems

Task

Technology, Advanced (8629)

‘ SOL Correlations

Demonstrating Personal Qualities and Abilities

Demonstrate creativity and innovation.

English: 6.1, 6.3, 6.4, 6.6,6.7,6.9,7.1,7.3,7.4,7.6,7.7,7.9, 8.1, 8.3, 8.4, 8.6, 8.7,
89,9.1,9.5,9.6,9.8,10.1, 10.5, 10.6, 10.8, 11.1, 11.5, 11.6, 11.8, 12.1, 12.5, 12.6,
12.8

History and Social Science: CE.1, CE.4, GOVT.1, USL.1, USIL1, VUS.1, WGL.1,
WG.4, WHI.1, WHII.1

Mathematics: 6.1, 6.2, 6.3, 6.4, 6.5, 6.6, 6.7, 6.10, 6.11, 6.12,7.2,7.3,7.8,7.9, 8.2,
8.4,8.6,8.7,8.11,8.12,8.17, 8.18, A.9, AFDA.3, AFDA.4, AFDA.5, AFDA.6,
AFDA.7, AFDA.8, AIL.9, COM.1, COM.3, COM.4, COM.5, COM.8, DM.7,
DM.1*, DM.10, DM.2*, DM.3*, PS.3*, PS.4*, PS.7*, PS.9* PS.10*

Science: 6.1, BIO.1, CH.1, ES.1, LS.1, PS.1

Demonstrate critical thinking and problem
solving.

English: 6.1, 6.3, 6.4, 6.5, 6.6,6.7,6.9,7.1,7.3,7.4,7.5,7.6,7.7,7.9, 8.1, 8.3, 8.4,
8.5,8.6,8.7,8.9,9.1,9.5,9.6,9.8, 10.1, 10.5, 10.6, 10.8, 11.1, 11.5, 11.6, 11.8,
12.1,12.5,12.6, 12.8

History and Social Science: CE.1, CE.4, CE.11, GOVT.1, USI.1, USIL1, VUS.1,
WG.1, WG.4, WHI.1, WHII.1

Mathematics: 6.1, 6.2, 6.3, 6.4, 6.5, 6.6, 6.10, 6.11, 7.2, 7.3,7.8,7.12,7.13, 8.2,
8.4,8.8,8.9,68.10,8.11, A.8, A9, G.1, G.13, G.14, AFDA.3, AFDA.5, AFDA.8,
AIL9, AIL.10, AIL.11, COM.1, COM.3, COM .4, COM.5, COM.8, DM.4, DM.7,
DM.1*, DM.2* DM.3* DM.9*, PS.9*, PS.10*

Science: 6.1, BIO.1, CH.1, ES.1, LS.1, PS.1

Demonstrate initiative and self-direction.

English: 6.1, 6.4, 6.6,6.7,6.9,7.1,7.4,7.6,7.7,7.9, 8.1, 8.4, 8.6, 8.7,8.9,9.1, 9.5,
9.6,9.8,10.1, 10.5, 10.6, 10.8, 11.1, 11.5, 11.6, 11.8, 12.1, 12.5, 12.6, 12.8
History and Social Science: CE.1, CE.4, CE.11, GOVT.1, USI.1, USII.1, VUS.1,
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SOL Correlations
WG.1, WHI.1, WHII.1

Demonstrate integrity.

English: 6.1, 7.1, 8.1, 9.1, 9.5, 10.1, 10.5, 11.1, 11.5, 12.1, 12.5
History and Social Science: CE.1, CE.3, CE.4, GOVT.1, GOVT.16, USL1, USII.1,
VUS.1, WG.1, WHI.1, WHII.1

Demonstrate work ethic.

English: 6.1, 7.1, 8.1, 9.1, 10.1, 11.1, 12.1

History and Social Science: CE.1, CE .4, CE.14, GOVT.1, GOVT.16, USI.1,
USIIL1, VUS.1, WG.1, WHI.1, WHII. 1

Science: CH.1

Demonstrating Interpersonal Skills

Demonstrate conflict-resolution skills.

English: 6.1, 6.2, 6.4,6.6,6.7,6.9,7.1,7.2,7.4,7.6,7.7,7.9, 8.1, 8.2, 8.4, 8.6, 8.7,
89,9.1,10.1, 11.1, 12.1
History and Social Science: CE.1, CE.4, GOVT.1, USL.1, VUS.1

Demonstrate listening and speaking skills.

English: 6.1, 6.2, 6.4,6.6,7.1,7.2,7.4,7.6,8.1,82,84,8.6,9.1,10.1, 11.1, 12.1
History and Social Science: CE.1, CE.4, GOVT.1, USL.1, USIL1, VUS.1, WGL.1,
WHI.1, WHII.1

Demonstrate respect for diversity.

English: 6.1, 7.1, 8.1, 9.1, 10.1, 11.1, 12.1
History and Social Science: CE.1, CE.3, CE.4, GOVT.1, GOVT.16, USI.1, USIL.1,
USIL9, VUS.1, VUS.13, WG.1, WHI.1, WHII.1

Demonstrate customer service skills.

English: 6.1,6.4,6.7,7.1,7.4,7.7,8.1,84,8.7,9.1,9.5, 9.6, 10.1, 10.5, 10.6, 11.1,
11.5,11.6,12.1,12.5,12.6

History and Social Science: CE.1, CE.4, GOVT.1, GOVT.16, USI.1, USII.1,
VUS.1, WG.1, WHI.1, WHIIL1

Collaborate with team members

English: 6.1, 7.1, 8.1,9.1, 10.1, 11.1, 12.1
History and Social Science: CE.1, CE.3, CE.4, GOVT.1, GOVT.16, USL1, USII.1,
VUS.1, WG.1, WHI.1, WHII.1

Demonstrating Professional Competenci

(S

Demonstrate big-picture thinking.

English: 6.1,6.4,7.1,7.4,8.1,84,9.1,9.5, 10.1, 10.5, 11.1, 11.5, 12.1, 12.5

History and Social Science: CE.1, CE.4, CE.12, GOVT.1, GOVT.15, USI.1,
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SOL Correlations
USII.1, VUS.1, WG.1, WHI.1, WHII.1

Demonstrate career- and life-management
skills.

English: 6.1,6.7,7.1,7.7,8.1,8.7,9.1, 9.6, 10.1, 10.6, 11.1, 11.6, 12.1, 12.6
History and Social Science: CE.1, CE.4, CE.12, CE.14, GOVT.1, USL1, USIIL.1,
VUS.1, WG.1, WHI.1, WHII.1

Mathematics: 8.4

Demonstrate continuous learning and
adaptability.

English: 6.1,6.4,6.7,6.9,7.1,7.4,7.7,7.9, 8.1,84,8.7,89,9.1,9.5,9.6, 9.8,
10.1, 10.5,10.6, 10.8, 11.1, 11.5, 11.6, 11.8, 12.1, 12.5, 12.6, 12.8

History and Social Science: CE.1, CE.3, CE.4, CE.14, GOVT.1, USL.1, USIIL.I,
VUS.1, WG.1, WHI.1, WHIIL1

Science: BIO.1, CH.1, LS.1, PH.1, PH.4, PS.1

Manage time and resources.

English: 6.1, 6.2,6.4,6.7,6.9,7.1,7.2,7.4,7.7,7.9, 8.1, 8.2, 84,8.7,8.9,9.1, 9.5,
9.6,9.8,10.1,10.5, 10.6, 10.8, 11.2, 11.5, 11.6, 11.8, 12.2, 12.5, 12.6, 12.8
History and Social Science: CE.1, CE.4, CE.11, GOVT.1, USI.1, USIL1, VUS.1,
WG.1, WHI.1, WHII.1

Mathematics: 6.10, 6.11, 6.12,7.2,7.3,7.8,79,7.10,7.11,7.12, 7.13, 8.4, 8.11,
8.12,8.13,8.14,8.17, 8.18, A.4, A.5, A.8, A.9, AFDA.3, AFDA.4, AFDA.5,
AFDA.6, AFDA.7, AFDA.8, COM.1, COM.3, COM.5, COM.8

Demonstrate information-literacy skills.

English: 6.1, 6.2, 6.4,6.6,6.7,6.9,7.1,7.2,73,74,7.6,7.7,7.9, 8.1, 8.2, 8.3, 8.4,
8.6,8.7,8.9,9.2,9.5,9.6,9.8,10.2,10.5,10.6, 10.8, 11.2, 11.5, 11.6, 11.8, 12.2,
12.5,12.6,12.8

History and Social Science: CE.1, CE.4, CE.14, GOVT.1, USI.1, USIL1, VUS.1,
WG.1, WHI.1, WHII.1

Mathematics: 6.10, 6.11, 7.8, 7.9, 8.11, 8.12, A.8, A.9, AFDA.3, AFDA 4,
AFDA.6, AFDA.7, AFDA.8, DM.8, PS.1*, PS.2*, PS.3* PS.4*, PS.7*, PS.8%,
PS.9* PS.10%*

Science: 6.1, BIO.1, CH.1, ES.1, LS.1, PH.1, PS.1

Demonstrate an understanding of information
security.

English: 6.1, 6.2, 6.3,6.4,6.6,6.7,6.8,69,7.1,7.2,7.3,74,7.6,7.7,7.8,7.9, 8.1,
8.2,8.3,8.4,8.6,8.7,88,89,9.1,9.2,9.5,9.6,9.8, 10.1, 10.2, 10.5, 10.6, 10.8,
11.1,11.2,11.5,11.6,11.8,12.1,12.2,12.5,12.6, 12.8

History and Social Science: CE.1, CE .4, CE.14, GOVT.1, USI.1, USII.1, VUS.1,
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SOL Correlations

WG.1, WHI.1, WHII.1
Mathematics: COM.10

Maintain working knowledge of current
information-technology (IT) systems.

English: 6.1, 6.3,6.4,6.6,6.9,7.1,7.3,7.4,7.6,7.9, 8.1, 8.3, 8.4, 8.6, 8.9

History and Social Science: CE.1, CE .4, CE.14, GOVT.1, USI.1, USIIL1, VUS.1,
WG.1, WHI.1, WHII.1

Mathematics: 7.8, COM.1, COM.2, COM.7, COM.9, COM.10, COM.11, COM.16,
COM.18, PS.17

Science: BIO.1, CH.1, ES.1, PH.1

Demonstrate proficiency with
technologies, tools, and machines common to a
specific occupation.

History and Social Science: CE.1, CE.4, CE.14, GOVT.1, USI.1, USIL1, VUS.1,
WG.1, WHI.1, WHII.1

Mathematics: 6.10, 6.11, 7.9, 8.4, A.7, A.8, A.9, AFDA.1, AFDA.3, AFDA.5,
AllL4, AIL.7, AIL.9, COM.1, COM.7, COM.10, COM.11, COM.12, COM.16
Science: CH.1, ES.1, LS.1, PH.1, PS.1

Apply mathematical skills to job-specific tasks.

English: 6.4, 6.6, 6.7,7.4,7.6,7.7, 8.4, 8.6,8.7,9.5,9.6, 10.5, 10.6, 11.5, 11.6,
12.5,12.6

History and Social Science: CE.1, CE .4, CE.14, GOVT.1, USI.1, USII.1, VUS.1,
WG.1, WHI.1, WHII.1

Mathematics: 6.1, 6.2, 6.5, 6.6, 6.12, 6.13, 6.14,7.1,7.2,7.3,7.4,7.5,7.6,7.8,7.9,
7.11,7.12,7.13, 8.4, 8.5, 8.6, 8.8, 8.9, 8.10, 8.11, 8.12, 8.13, 8.14, 8.15, 8.16, 8.17,
8.18, A.1, A3, A4, A5 A7, A8 A9, AFDA.1, AFDA.3, AFDA.5, AFDA.S,
AlIL3, AIL7, AIL9, AIL.10, COM.1, COM.7

Science: 6.1, BIO.1, CH.1, ES.1, LS.1, PH.1, PS.1

Demonstrate professionalism.

English: 6.1, 7.1, 8.1, 9.1, 10.1, 11.1, 12.1
History and Social Science: CE.1, CE .4, CE.14, GOVT.1, USI.1, USIIL.1, VUS.1,
WG.1, WHI.1, WHII.1

Demonstrate reading and writing skills.

English: 6.1, 6.6, 6.7,7.1,7.6,7.7, 8.1, 8.6, 8.7,9.1, 9.5, 9.6, 9.7, 10.1, 10.5, 10.6,
10.7,11.1, 11.5,11.6,11.7,12.1, 12.5, 12.6, 12.7

History and Social Science: CE.1, CE.4, GOVT.1, USL1, USII.1, VUS.1, WGL.1,
WHI.1, WHII. 1

Science: 6.1, PH.1, PS.1
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Task \ SOL Correlations

Demonstrate workplace safety. English: 6.4,7.4,8.4,9.5,10.5, 11.5, 12.5

History and Social Science: CE.1, CE.4, GOVT.1, USL1, USII.1, VUS.1, WGL.1,
WHI.1, WHII. 1

Science: CH.1

Examining All Aspects of an Industry

Examine aspects of planning within an History and Social Science: GOVT.16
industry/organization.

Examine aspects of management within an
industry/organization.

Examine aspects of financial responsibility
within an industry/organization.

Examine technical and production skills
required of workers within an
industry/organization.

Examine principles of technology that
underlie an industry/organization.

Examine labor issues related to an History and Social Science: GOVT.16
industry/organization.
Examine community issues related to an History and Social Science: GOVT.16
industry/organization.
Examine health, safety, and environmental History and Social Science: GOVT.16

issues related to an industry/organization.

Addressing Elements of Student Life

Identify the purposes and goals of the student
organization.

Explain the benefits and responsibilities of
membership in the student organization as
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Task

a student and in professional/civic organizations
as an adult.

SOL Correlations

Demonstrate leadership skills through
participation in student organization activities,
such as meetings, programs, and projects.

Identify Internet safety issues and procedures for
complying with acceptable use standards.

Exploring Work-Based Learning

Identify the types of work-based learning
(WBL) opportunities.

Reflect on lessons learned during the WBL
experience.

Explore career opportunities related to the WBL
experience.

Participate in a WBL experience, when
appropriate.

Demonstrating Ethical Behavior with Computer Systems Technology

Describe security issues related to computer
hardware, software, and data.

English: 11.5, 12.5

Social Studies: VUS 14, Govt 9, 12

Explain concepts related to copyright, public
domain, copy protection, intellectual property,
and licensing agreements.

English: 11.5, 12.5

Social Studies: VUS 14, Govt 9, 12

Describe concepts of cybersecurity, honesty,
courtesy, and confidentiality related to data and
systems (e.g., spam, viruses, and etiquette).

English: 11.5, 12.5

Social Studies: VUS 14, Govt 9, 12

Investigate Internet privacy issues and computer

English: 11.5,11.8,12.5,12.8
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crimes, including identity theft.

SOL Correlations

Social Studies: VUS 14, Govt 9, 12

Analyze Internet privacy issues and computer
crimes, including identity theft.

English: 11.5, 12.5

Social Studies: VUS 14, Govt 9, 12

Comply with copyright and patent laws.

English: 11.1, 11.5, 12.1, 12.5

Social Studies: VUS 14, Govt 9, 12

Comply with policies regarding acceptable use
of technology.

English: 11.5, 12.5

Social Studies: VUS 14, Govt 9, 12

Exploring Windows Operating Systems

Compare features and requirements of Microsoft
operating systems.

English: 11.5, 12.5

Install patches and updates.

English: 11.5, 12.5

Install Windows PC operating systems.

English: 11.2, 11.5,12.2,12.5

Apply Microsoft command line tools.

English: 11.2, 12.2

Use Microsoft OS features and tools.

English: 11.2, 12.2

Use Windows Control Panel utilities.

English: 11.2, 12.2

Perform common preventive maintenance
procedures.

English: 11.2, 11.5,12.2,12.5

Exploring Other Operating Systems and Technologies

Identify common features and functions of the
macOS and Linux OS.

English: 11.5, 12.5

Set up virtual machines on a host computer.

English: 11.5, 12.5

Identify basic cloud concepts.

English: 11.5, 12.5
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Describe services provided by networked hosts.

English: 11.5, 12.5

SOL Correlations

Identify basic features of mobile operating
systems.

English: 11.5, 12.5

Set up mobile device network connectivity and
email.

English: 11.2, 12.2

Synchronize mobile devices.

English: 11.2, 12.2

Applying Operational Procedures

Summarize the process of addressing prohibited
content/activity.

English: 11.5, 12.5

Demonstrate communication techniques and
professionalism.

English: 11.5, 12.5

Understanding Security

Identify common threats and vulnerabilities.

English: 11.5, 12.5

Describe the methods used to make computers
and networks more secure.

English: 11.5, 12.5

Configure security settings.

English: 11.2, 11.5, 12.2, 12.5

Describe methods for securing mobile devices.

English: 11.5, 12.5

Use data destruction and disposal methods.

English: 11.5, 12.5

Secure SOHO wireless and wired networks.

Troubleshoot PC OS problems.

English: 11.5, 12.5

Troubleshoot common PC security issues.

English: 11.5, 12.5

Troubleshoot mobile OS and application issues.

English: 11.5, 12.5

Troubleshoot mobile OS and application
security issues.

English: 11.5, 12.5

Exploring Network Architecture
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Explain the functions and applications of various
network devices.

SOL Correlations
English: 11.5, 12.5

Compare networking services and applications.

English: 11.5, 12.5

Install networking services/applications.

Explain the characteristics and benefits of
various wide area network (WAN) technologies.

English: 11.5, 12.5

Differentiate between common network
topologies.

English: 11.5, 12.5

Differentiate between network infrastructure
implementations.

English: 11.5, 12.5

Configure addressing schema.

Explain basic routing concepts and protocols.

English: 11.5, 12.5

Identify the basic elements of unified
communication (UC) technologies.

English: 11.1, 11.5, 12.1, 12.5

Compare technologies that support cloud
virtualization.

English: 11.5, 12.5

Implement a basic network with a given set of
requirements.

English: 11.5, 11.6, 12.5,12.6

Exploring Network Operations

Demonstrate use of monitoring tools.

Analyze metrics and reports from monitoring
and tracking performance tools.

English: 11.5, 12.5

Demonstrate use of resources to support
configuration management.

English: 11.5,11.6, 11.7, 12.5, 12.6, 12.7

Explain the importance of implementing
network segmentation.

English: 11.5, 12.5
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Configure a switch securely.

SOL Correlations

Install secure wireless LAN infrastructure.

Understanding Network Security

Compare risk-related concepts.

English: 11.5, 12.5

Compare common network vulnerabilities and
threats.

English: 11.5, 12.5

Demonstrate network hardening techniques.

Compare physical security controls.

English: 11.5, 12.5

Install a basic firewall.

Explain the purpose of various network access
control models.

English: 11.5, 12.5

Describe basic forensic concepts.

English: 11.5,11.6, 11.7,12.5, 12.6, 12.7

Troubleshooting Networks

Implement network troubleshooting
methodology.

English: 11.5,11.6, 11.7,12.5, 12.6, 12.7

Analyze the output of troubleshooting tools.

English: 11.5, 12.5

Troubleshoot common wireless issues.

English: 11.5, 12.5

Troubleshoot common copper cable issues.

English: 11.5, 12.5

Troubleshoot common fiber cable issues.

English: 11.5, 12.5

Troubleshoot common network issues.

English: 11.5, 12.5

Troubleshoot common WAN issues.

English: 11.5, 12.5

Applying Industry Standards, Practices,

and Network Theory

Describe OSI layers.

English: 11.5, 12.5

Explain the basics of network theory and

English: 11.5, 12.5
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concepts.

SOL Correlations

Deploy the appropriate wireless standard.

Deploy wired connectivity standards.

Implement network policies and procedures.

English: 11.5, 12.5

Summarize safety practices.

English: 11.5, 12.5

Install equipment.

English: 11.5, 12.5

Explain the basics of change management
procedures.

English: 11.5, 12.5

Compare ports and protocols.

English: 11.5, 12.5

Configure ports and protocols.
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