Standards Correlations

Computer Networking Hardware Operations I1I (8543)

Demonstrating Personal Qualities and Abilities

Demonstrate creativity and English: 6.1, 6.3, 6.4, 6.6,6.7,6.9,7.1,7.3,7.4,7.6,7.7,7.9, 8.1, 8.3, 8.4, 8.6, 8.7, 8.9, 9.1, 9.5,
innovation. 9.6,9.8,10.1, 10.5, 10.6, 10.8, 11.1, 11.5, 11.6, 11.8, 12.1, 12.5, 12.6, 12.8

History and Social Science: CE.1, CE.4, GOVT.1, USIL.1, USIIL.1, VUS.1, WG.1, WG.4, WHI.1,
WHII.1

Mathematics: 6.1, 6.2, 6.3, 6.4, 6.5, 6.6, 6.7, 6.10, 6.11,6.12, 7.2,7.3,7.8,7.9, 8.2, 8.4, 8.6, 8.7,
8.11, 8.12, 8.17, 8.18, A.9, AFDA.3, AFDA.4, AFDA.5, AFDA.6, AFDA.7, AFDA.8, AIL9,
COM.1, COM.3, COM.4, COM.5, COM.8, DM.7, DM.1* DM.10, DM.2*, DM.3*, PS.3*, PS.4*,
PS.7*, PS.9* PS.10*

Science: 6.1, BIO.1, CH.1, ES.1, LS.1, PS.1

Demonstrate critical thinking | English: 6.1, 6.3, 6.4, 6.5, 6.6, 6.7,6.9,7.1,7.3,7.4,7.5,7.6,7.7,7.9, 8.1, 8.3, 8.4, 8.5, 8.6, 8.7,
and problem solving. 8.9,9.1,9.5,9.6,9.8,10.1, 10.5, 10.6, 10.8, 11.1, 11.5, 11.6, 11.8, 12.1, 12.5, 12.6, 12.8

History and Social Science: CE.1, CE.4, CE.11, GOVT.1, USI.1, USIL.1, VUS.1, WG.1, WG 4,
WHI.1, WHII.1

Mathematics: 6.1, 6.2, 6.3, 6.4, 6.5, 6.6, 6.10, 6.11, 7.2, 7.3,7.8,7.12,7.13, 8.2, 8.4, 8.8, 8.9, 8.10,
8.11, A.8, A9, G.1,G.13, G.14, AFDA.3, AFDA.5, AFDA.S8, AIL.9, AIL.10, AIl.11, COM.1,
COM.3, COM.4, COM.5, COM.8, DM .4, DM.7, DM.1*, DM.2* DM.3* DM.9* PS.9*, PS.10*
Science: 6.1, BIO.1, CH.1, ES.1, LS.1, PS.1

Demonstrate initiative and English: 6.1, 6.4, 6.6, 6.7,6.9,7.1,7.4,7.6,7.7,7.9, 8.1, 8.4, 8.6, 8.7, 8.9,9.1, 9.5, 9.6, 9.8, 10.1,

self-direction. 10.5,10.6, 10.8, 11.1, 11.5, 11.6, 11.8, 12.1, 12.5, 12.6, 12.8
History and Social Science: CE.1, CE.4, CE.11, GOVT.1, USI.1, USII.1, VUS.1, WG.1, WHI.1,
WHII.1

Demonstrate integrity. English: 6.1, 7.1, 8.1, 9.1, 9.5, 10.1, 10.5, 11.1, 11.5, 12.1, 12.5
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History and Social Science: CE.1, CE.3, CE.4, GOVT.1, GOVT.16, USI.1, USIL.1, VUS.1, WGL.1,
WHI.1, WHII.1

Demonstrate work ethic.

English: 6.1, 7.1, 8.1, 9.1, 10.1, 11.1, 12.1

History and Social Science: CE.1, CE.4, CE.14, GOVT.1, GOVT.16, USI.1, USII.1, VUS.1,
WG.1, WHI.1, WHII. 1

Science: CH.1

Demonstrating Interpersonal

Skills

Demonstrate conflict-
resolution skills.

English: 6.1, 6.2, 6.4, 6.6,6.7,69,7.1,7.2,7.4,7.6,7.7,7.9, 8.1, 8.2, 8.4, 8.6, 8.7, 8.9, 9.1, 10.1,
11.1,12.1
History and Social Science: CE.1, CE.4, GOVT.1, USIL.1, VUS.1

Demonstrate listening and
speaking skills.

English: 6.1, 6.2,6.4,6.6,7.1,7.2,7.4,7.6, 8.1, 8.2, 8.4,8.6,9.1, 10.1, 11.1, 12.1
History and Social Science: CE.1, CE.4, GOVT.1, USIL.1, USIIL.1, VUS.1, WG.1, WHIL. 1, WHII.1

Demonstrate respect for
diversity.

English: 6.1, 7.1, 8.1, 9.1, 10.1, 11.1, 12.1
History and Social Science: CE.1, CE.3, CE.4, GOVT.1, GOVT.16, USI.1, USII.1, USIL.9, VUS.1,
VUS.13, WG.1, WHI.1, WHII.1

Demonstrate customer service
skills.

English: 6.1, 6.4,6.7,7.1,7.4,7.7,8.1, 8.4,8.7,9.1, 9.5, 9.6, 10.1, 10.5, 10.6, 11.1, 11.5, 11.6,
12.1,12.5, 12.6

History and Social Science: CE.1, CE.4, GOVT.1, GOVT.16, USL1, USIIL.1, VUS.1, WG.1,
WHI.1, WHII.1

Collaborate with team
members

English: 6.1, 7.1, 8.1, 9.1, 10.1, 11.1, 12.1
History and Social Science: CE.1, CE.3, CE.4, GOVT.1, GOVT.16, USI.1, USIL.1, VUS.1, WG.1,
WHI.1, WHII.1

Demonstrating Professional Competencies

Demonstrate big-picture
thinking.

English: 6.1, 6.4,7.1,7.4, 8.1, 8.4,9.1,9.5,10.1, 10.5, 11.1, 11.5, 12.1, 12.5
History and Social Science: CE.1, CE.4, CE.12, GOVT.1, GOVT.15, USI.1, USIL1, VUS.1,
WG.1, WHIL.1, WHIIL.1

Demonstrate career- and life-
management

English: 6.1, 6.7,7.1,7.7, 8.1, 8.7,9.1, 9.6, 10.1, 10.6, 11.1, 11.6, 12.1, 12.6
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skills. History and Social Science: CE.1, CE.4, CE.12, CE.14, GOVT.1, USL1, USIIL.1, VUS.1, WGL.1,
WHI.1, WHII. 1
Mathematics: 8.4

Demonstrate continuous English: 6.1, 6.4,6.7,6.9,7.1,7.4,7.7,7.9, 8.1, 8.4, 8.7, 8.9, 9.1, 9.5, 9.6, 9.8, 10.1, 10.5, 10.6,
learning and adaptability. 10.8,11.1,11.5,11.6, 11.8, 12.1, 12.5, 12.6, 12.8

History and Social Science: CE.1, CE.3, CE.4, CE.14, GOVT.1, USI.1, USIL1, VUS.1, WG.1,
WHI.1, WHII.1

Science: BIO.1, CH.1, LS.1, PH.1, PH .4, PS.1

Manage time and resources. English: 6.1, 6.2,6.4,6.7,69,7.1,7.2,7.4,7.7,79, 8.1, 8.2, 8.4,8.7,8.9,9.1,9.5,9.6, 9.8, 10.1,
10.5,10.6,10.8, 11.2, 11.5, 11.6, 11.8, 12.2, 12.5,12.6, 12.8

History and Social Science: CE.1, CE.4, CE.11, GOVT.1, USI.1, USII.1, VUS.1, WG.1, WHI.1,
WHII.1

Mathematics: 6.10, 6.11, 6.12,7.2,7.3,7.8,7.9, 7.10, 7.11,7.12, 7.13, 8.4, 8.11, 8.12, 8.13, 8.14,
8.17, 8.18, A.4, A.5, A.8, A.9, AFDA.3, AFDA .4, AFDA.5, AFDA.6, AFDA.7, AFDA.8, COM.1,
COM.3, COM.5, COM.8

Demonstrate information- English: 6.1, 6.2, 6.4, 6.6,6.7,6.9,7.1,7.2,7.3,7.4,7.6,7.7,7.9, 8.1, 8.2, 8.3, 8.4, 8.6, 8.7, 8.9,
literacy skills. 9.2,9.5,9.6,9.8,10.2, 10.5, 10.6, 10.8, 11.2, 11.5, 11.6, 11.8, 12.2, 12.5, 12.6, 12.8
History and Social Science: CE.1, CE.4, CE.14, GOVT.1, USI.1, USII.1, VUS.1, WG.1, WHI.1,
WHII.1

Mathematics: 6.10, 6.11, 7.8, 7.9, 8.11, 8.12, A.8, A.9, AFDA.3, AFDA .4, AFDA.6, AFDA.7,
AFDA.8, DM.8, PS.1*, PS.2*, PS.3*, PS.4* PS.7*, PS.8*, PS.9*, PS.10*
Science: 6.1, BIO.1, CH.1, ES.1, LS.1, PH.1, PS.1

Demonstrate an English: 6.1, 6.2, 6.3, 6.4, 6.6, 6.7,6.8,6.9,7.1,7.2,7.3,7.4,7.6,7.7,7.8,7.9, 8.1, 8.2, 8.3, 8.4,
understanding of information | 8.6, 8.7, 8.8, 8.9, 9.1, 9.2, 9.5, 9.6, 9.8, 10.1, 10.2, 10.5, 10.6, 10.8, 11.1, 11.2, 11.5, 11.6, 11.8,
security. 12.1,12.2, 12.5,12.6, 12.8

History and Social Science: CE.1, CE.4, CE.14, GOVT.1, USI.1, USII.1, VUS.1, WG.1, WHI.1,
WHII.1

Mathematics: COM.10
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Maintain working knowledge | English: 6.1, 6.3, 6.4, 6.6, 6.9, 7.1,7.3,7.4,7.6,7.9, 8.1, 8.3, 8.4, 8.6, 8.9

of current information- History and Social Science: CE.1, CE.4, CE.14, GOVT.1, USI.1, USII.1, VUS.1, WG.1, WHI.1,
technology (IT) systems. WHILI.1
Mathematics: 7.8, COM.1, COM.2, COM.7, COM.9, COM.10, COM.11, COM.16, COM.18,
PS.17

Science: BIO.1, CH.1, ES.1, PH.1
Demonstrate proficiency with | History and Social Science: CE.1, CE.4, CE.14, GOVT.1, USL1, USIIL.1, VUS.1, WG.1, WHI.1,

technologies, tools, and WHII.1
machines common to a Mathematics: 6.10, 6.11, 7.9, 8.4, A.7, A.8, A.9, AFDA.1, AFDA.3, AFDA.5, All.4, AIl.7, AIL.9,
specific occupation. COM.1, COM.7, COM.10, COM.11, COM.12, COM.16

Science: CH.1, ES.1, LS.1, PH.1, PS.1

Apply mathematical skills to | English: 6.4, 6.6, 6.7, 7.4, 7.6, 7.7, 8.4, 8.6, 8.7, 9.5, 9.6, 10.5, 10.6, 11.5, 11.6, 12.5, 12.6
job-specific tasks. History and Social Science: CE.1, CE.4, CE.14, GOVT.1, USI.1, USII.1, VUS.1, WG.1, WHI.1,
WHII.1

Mathematics: 6.1, 6.2, 6.5, 6.6, 6.12, 6.13, 6.14,7.1,7.2,7.3,7.4,7.5,7.6,7.8,7.9,7.11, 7.12,
7.13,8.4,8.5,8.6, 8.8, 8.9, 8.10, 8.11, 8.12, 8.13, 8.14, 8.15, 8.16, 8.17, 8.18, A.1, A.3, A4, A.5,
A7, A8, A9, AFDA.1, AFDA.3, AFDA.5, AFDA.8, All.3, AIl.7, AIL.9, AIl.10, COM.1, COM.7
Science: 6.1, BIO.1, CH.1, ES.1, LS.1, PH.1, PS.1

Demonstrate professionalism. | English: 6.1, 7.1, 8.1, 9.1, 10.1, 11.1, 12.1
History and Social Science: CE.1, CE.4, CE.14, GOVT.1, USI.1, USII.1, VUS.1, WG.1, WHI.1,

WHII. 1
Demonstrate reading and English: 6.1, 6.6, 6.7, 7.1, 7.6, 7.7, 8.1, 8.6, 8.7, 9.1, 9.5, 9.6, 9.7, 10.1, 10.5, 10.6, 10.7, 11.1, 11.5,
writing skills. 11.6,11.7,12.1,12.5, 12.6, 12.7

History and Social Science: CE.1, CE.4, GOVT.1, USIL.1, USIIL.1, VUS.1, WG.1, WHIL. 1, WHII.1
Science: 6.1, PH.1, PS.1

Demonstrate workplace English: 6.4, 7.4, 8.4, 9.5, 10.5, 11.5, 12.5
safety. History and Social Science: CE.1, CE.4, GOVT.1, USIL.1, USIIL.1, VUS.1, WG.1, WHIL. 1, WHII.1
Science: CH.1

Examining All Aspects of an Industry
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Examine aspects of planning | History and Social Science: GOVT.16
within an
industry/organization.

Examine aspects of
management within an
industry/organization.

Examine aspects of financial
responsibility

within an
industry/organization.

Examine technical and
production skills

required of workers within an
industry/organization.

Examine principles of
technology that
underlie an
industry/organization.

Examine labor issues related | History and Social Science: GOVT.16
to an industry/organization.

Examine community issues History and Social Science: GOVT.16
related to an
industry/organization.

Examine health, safety, and History and Social Science: GOVT.16
environmental

issues related to an
industry/organization.

Addressing Elements of Student Life
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Identify the purposes and
goals of the student
organization.

Explain the benefits and
responsibilities of
membership in the student
organization as

a student and in
professional/civic
organizations as an adult.

Demonstrate leadership skills
through participation in
student organization
activities, such as meetings,
programs, and projects.

Identify Internet safety issues
and procedures for complying
with acceptable use standards.

Exploring Work-Based Learning

Identify the types of work-
based learning
(WBL) opportunities.

Reflect on lessons learned
during the WBL experience.

Explore career opportunities
related to the WBL
experience.

Participate in a WBL
experience, when appropriate.
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Exploring Networking Today
Describe how networks affect daily life. English: 10.5,11.5

History and Social Sciences: WG 17; WHII 14; VUS 14; Govt 9, 12, 16

Describe networks. English: 10.5,11.5
Describe network representations and English: 10.5,11.5
topologies.

Compare common network types. English: 10.5,11.5
Describe Internet connections. English: 10.5,11.5
Describe reliable networks. English: 10.5,11.5
Describe network trends. English: 10.5,11.5

History and Social Sciences: WG 17; WHII 14; VUS 14; Govt 9, 12, 16
Identify network security issues. English: 10.5,11.5

History and Social Sciences: WG 17; WHII 14; VUS 14; Govt 9, 12, 16
Describe professional opportunities. English: 10.5,11.5

History and Social Sciences: Govt 9, 12, 16

Configuring Basic Switch and End Devices

Access a Cisco Internetwork Operating English: 10.5,11.5
System (IOS) device.

Navigate 10S. English: 10.5,11.5
Describe command structure. English: 10.5,11.5

Enact basic configuration commands on a
networking device.
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Save configurations.

Describe ports and addresses. English: 10.5, 11.
Configure Internet Protocol (IP) addressing.

Verify connectivity.

Explaining Network Protocols and Models

Describe communication rules. English: 10.5,11.5
Describe the reasons for protocols. English: 10.5,11.5
Identify protocol suites. English: 10.5,11.5
Identify standards organizations. English: 10.5,11.5
Describe reference models. English: 10.5,11.5
Identify data encapsulation. English: 10.5,11.5
Describe data access. English: 10.5,11.5
Describing Physical Layer Protocols, Services, and Network Media
Define the purpose of the physical layer. English: 10.3, 10.5, 11.3, 11.5
Describe the physical layer. English: 10.5,11.5
Identify copper cabling. English: 10.5,11.5
Describe unshielded twisted pair (UTP) English: 10.5,11.5
cabling.

Describe fiber-optic cabling. English: 10.5,11.5
Describe wired and wireless media. English: 10.5,11.5
Using Number Systems

Use the binary number system.
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Use the hexadecimal number system.

Exploring the Data Link Layer

Describe the data link layer. English: 10.5,11.5
Compare topologies. English: 10.5,11.5
Describe the data link frame. English: 10.5,11.5
Describing Ethernet Switching

Describe the Ethernet frame. English: 10.5,11.5
Describe the Ethernet media access control English: 10.5, 11.
(MAC) address.

Describe the MAC address table. English: 10.5,11.5
Describe switch speeds and forwarding English: 10.5,11.5
methods.

Using Network Layer Protocols and Services

Identify network layer characteristics. English: 10.5,11.5

Identify the IPv4 packet. English: 10.5,11.5

Identify the IPv6 packet. English: 10.5,11.5

Describe how a host routes. English: 10.2,10.5, 11.2,11.5
Describe router routing tables. English: 10.5,11.5
Understanding Address Resolution

Compare MAC and IP. English: 10.5,11.5

Describe address resolution protocol (ARP). English: 10.5,11.5

Describe neighbor discovery. English: 10.5,11.5

Configuring Basic Router Settings

Configure initial router settings.
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Configure interfaces.

Configure the default gateway.

Describing IPv4 Addressing

Describe the structure of an [Pv4 address. English: 10.5,11.5
Compare [Pv4 unicast, broadcast, and English: 10.5,11.5
multicast.

Describe types of [Pv4 addresses. English: 10.5,11.5
Describe network segmentation. English: 10.5,11.5

Subnet an [Pv4 network.
Subnet a /16 and /8 prefix.
Subnet to meet requirements.

Use variable-length subnet masking (VLSM).

Implement a VLSM addressing scheme.

Implementing an IPv6 Addressing Scheme

Explain the need for IPv6 addressing. English: 10.5,11.5
Describe IPv6 addressing. English: 10.5,11.5
Compare [Pv6 address types. English: 10.5,11.5

Configure static global unicast addresses
(GUA) and link-local addresses (LLA).

Describe dynamic addressing for IPv6 GUAs. | English: 10.5, 11.5
Describe dynamic addressing for IPv6 LLAs. | English: 10.5, 11.5
Identify IPv6 addresses. English: 10.5,11.5

Subnet an IPv6 network.

Testing Network Connectivity
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Describe Internet Control Message Protocol English: 10.5, 11.

(ICMP) messages.

Test network connectivity. English: 10.5,11.5

Comparing the Operations of Transport Layer Protocols in Supporting End-to-end Communication
Describe transportation of data. English: 10.5,11.5

Identify transmission control protocol (TCP). | English: 10.5, 11.5

Identify user datagram protocol (UDP). English: 10.5,11.5

Describe port numbers. English: 10.5,11.5

Outline the TCP communication process. English: 10.5, 10.6, 10.7, 11.5, 11.6, 11.7

Describe reliability and flow control. English: 10.5,11.5

Describe UDP communication. English: 10.5,11.5

Describing the Operation of Application Layer Protocols in Providing Support to End-user Applications

Describe application, presentation, and session | English: 10.5, 11.5

layers.

Describe a peer-to-peer network. English: 10.5,11.5

Describe web and email protocols. English: 10.2,10.5, 11.2,11.5
Describe Internet Protocol (IP) addressing English: 10.5,11.5

services.

Describe file sharing services. English: 10.5,11.5
Exploring Network Security Fundamentals

Justify security measures. English: 10.5,11.5

Identify network attacks. English: 10.5,11.5

Identify network attack mitigation. English: 10.5,11.5

Implement device security.
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Building a Small Network

Identify devices. English: 10.5,11.5
Identify applications and protocols. English: 10.5,11.5
Scale to larger networks. English: 10.5,11.5
Verify connectivity and relative network

performance.

Use host and IOS commands. English: 10.5,11.5
Describe troubleshooting. English: 10.5,11.5
Troubleshoot scenarios. English: 10.5,11.5
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